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From time to time it happens that I’ m blocked out from a website by a corporate proxy, or that there’s
simply a problem with HTTP traffic. Whenever that happens, you have a choice: bring your mobile
network-connected phone / tablet and work on that or wait until the proxy is fixed or postpone until
you're home. Another option isto redirect the traffic yourself, using a tunnel.

Thisisaquick guideto setting up aHTTP proxy tunnel.

Requirements:

¢ A running SSH server out side of the network. For meit'smy NAS at home
e The ability to download files or bring files into the system from USB or external storage

The most basic setup is by downloading PUTTY,, configure atunnel and point your browser to it. Today
we' re going with adlight variation for a better user experience.

Contents

e 1 Install the tunnel
o 1.1 Download puTTY Tray
o 1.2 Set configuration and save session

e 2 Configure your browser to use the proxy
o 2.1 Install TunnelSwitch for Chrome

e 3 To automatically start tunnel on windows startup
o 3.1 Start with Windows
o 3.2 Use SSH key for complete automation
o 3.3 Start PUTTY Tray minimized

e 4 What have we accomplished now?

Install thetunnd
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Download puTTYTray

puTTYTray isashell around PUTTY and ison PUTTY's officialy sanctioned list. puTTY Tray adds tray
functionality to PUTTY so that you can simply minimize it. Since we're only interested in the tunnel it
provides we don’t need the terminal that normal stays open until you close the tunnel.

Go ahead and download then execute puTTY Tray.
Set configuration and save session
From here, configuring the runnel is standard PUTTY business. Y ou can change settings and then save the

combination of settings into a named session. Each time you want to change the config, load the session,
perform the change(s) and again save the session to the same name.

Thetrick toan SSH tunnel isthat you can do this on any port, even ports that are not blocked by the
corporate proxy. One of these always unblocked portsis port 443, also known asthe HTTPS SSL port.
With this port, Putty can communicate to any SSH server to create atunnel.

With such atunnel you can direct any kind of traffic through the local end to the remote end on the SSH
server.

Y ou can use this tunnel also to give the remote SSH server access to the local client. Thisiscalled a
reverse tunnel.

e Read more about tunnels with putty

To configurethetunnel, first we need to indicate our SSH server, which is going to do the heavy lifting
for us of performing the HTTP request to the outside world.

Got Session (default) -> add your SSH server’s ip and make sure you use port 443 and give your session
the name “Proxy” (we'll refer to it later):
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¥d PuTTY Configuration

Category:

[=]-Session
... Logging
= Terminal
- Keyboard
- Bell
- Features
[—-Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
- Hyperlinks
- Connection
- Data
- Proxy
- Telnet
- Rlogin
+-358H
- Serial
- Cygterm

About

Basic options for your PuTTY session

Specify the destination you want to connectto

Host Mame (or IP address) Bort
my.sshserver.com 443

Connection type:

() Raw () Adb () Telnet () Rlogin

(@ SSH () Serial () Cygterm

Load. save or delete a stored session

Saved Sessions

Proxy
Default Settings Load
Proxy
Save
Delete

(@) Sessions from registry () Sessions from file

Close window on exit
() Always () Never (@) Only on clean exit

Agent Open Cancel

Second we need to add the corporate proxy, because Putty needs to tunnel through the HTTP port the
same way your browser would if you visited an https:// website. Putty too will set up an SSL connection
just like your browser would. The difference is we're not getting and sending a single https page, we're
getting and sending all HTTP(S) traffic through this SSL connection.

Go to Connection -> Proxy -> Leave everything at default except Proxy type, port, Proxy hostname and
your login details. Often thisis the same as your windows login. Although uncommon, Proxy type can
differ from HTTP, so change accordingly.
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¥d PuTTY Configuration

Category:

[=]-Session
... Logging
= Terminal
- Keyboard
- Bell
- Features
[—-Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
- Hyperlinks
- Connection
- a3ty

- Proxy

- Telnet
- Rlogin
+-SSH

- Seral

- Cygterm

About

Keygen

Options controlling proxy usage

Proxy type:

( JNone ()SOCKS 4 ()S0OCKS 5
@HTTP () Telnet (O Local
_F’rmq hostname Enrt
your.default proxy a0

Exclude Hosts/IPs

[ ]Consider proxying local host connections

Do DMS name lookup at proxy end:

OND @Aum O‘f’es
Username your_sccount
Password (ITIITTITTITTIT Y]

Telnet command, or local proxy command

connect %host “%port\n

Agent Open Cancel

You can test if the proxy is configured correctly by simply starting an SSH session to your server by
clicking Open. If it connects it means your company’s proxy accepted your login and your ssh server
accepted the connection on port 443. Most of the work is now done!

Third, the magic trick: configure putty to redirect all HTTP requests on localhost to the remote SSH
server. That'sright, HT TP requests from the browser will need to go to localhost instead of the outside
world. Luckily we can configure any browser to do this automatically. Go to Connection -> SSH ->
Tunnels -> and add a Dynamic port 1030 and |eave the Destination empty and the rest on default:
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¥d PuTTY Configuration

Category:

E--Terminal
- Keyboard
- Bell
- Features
[—-Window
- Appearance

- Behaviour
- Translation
- Selection
- Colours
- Hyperlinks
- Connection
- Data
- Proxy
- Telnet
- Rlogin
=-358H
- Kex
- Cipher
[+ Auth

- TTY
- %11
- Tunnels
- Bugs
--More bugs

b

Options controlling SSH port forwarding

Port forwarding

[ ]Local ports accept connections from other hosts
[ ]Remote ports do the same (S5H-2 only)

Forwarded ports:

Bemove

01030

Add new forwarded port:

About

Keygen

Source port 1030
Destination
( JLocal ( )Remote
(@ Auto () 1Pv4
Agent Open

Add
I (@ Dynamic

() IPvE

Cancel

So what did we just do? We told Putty to do a Dynamic port forward for everything requested using the
SOCKS proxy protocol on port 1030 of the local client (so localhost:1030 or 127.0.0.1:1030). That’'s

right, we just configure Putty to act asa SOCKS proxy! By just starting the SSH session, this proxy will
be running automatically as part of the session.

Quoting the PUTTY’ s documentation:

Set one of the ‘Local’ or *Remote’ radio buttons, depending on whether you want to forward a
local port to aremote destination (‘Local’) or forward a remote port to alocal destination
(‘Remote’). Alternatively, select ‘Dynamic’ if you want PUTTY to provide alocal SOCKS
4/4A/5 proxy on alocal port (note that this proxy only supports TCP connections; the SSH
protocol does not support forwarding UDP).
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Configureyour browser to usethe proxy

Now that we have a SOCK'S proxy running over port 443 using your normal proxy, we should start
directing traffic through it from the browser.

Configuring proxy settings in the various browsersin not atrivial matter. I’ ve spent hours on end trying
to configure Chrome and Firefox and various versions of them to use my custom proxy. The settings
changed over the versions too and debugging these settingsisterrible.

Install TunnelSwitch for Chrome

Luckily, there are some helpful tools out there today. The one we're going to use is the awvesome

Tunnel Switch for Chrome. In Tunnel Switch you can configure various proxy servers and modes. Then
the Tunnel Switch tray icon allows you to cycle through these with ease. So go ahead and add this plugin
to Chrome.

__@_- TunnelSwitch [+ womoowone | <] W

Fookkdd (75

OVERVIEW REVIEWS SUPPORT RELATED G+ 28

For our setup, we don’'t use DIRECT, because we are behind arestricting proxy already. We could use a
Proxy auto-config (or PAC) script with Tunnel Switch that dynamically assigns the corporate proxy or our
tunnel proxy based on aURL or REGEX. | had some issues getting thisto work in Chrome. | settled for
two FIXED proxy servers between which | can switch: the corporate proxy and my tunnel proxy. This
first oneisaregular HTTP proxy, while my tunnel isa SOCKS5 proxy (which is easier for Chrome to
play nice with).
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& TunnelSwitch Settings

Version: 1.0.4 Proxy List When you click on the extension icon, proxy mode will cycle in the following modes.
homepage
ovibin@amail.com Enabled Color Mode Detail
DIRECT no proxy
[ ] PAC FILE https://vour. domain/proxyscript. pac
v [ ] FIXED SERVER socks5, 127.0.0.1, 1030
v FIXED SERVER http, proxy N 5030

Add Proxy

Cycle through these modes by clicking on the Tunnel Switch tray icon:

G G

tunnel modes

Toautomatically start tunnel on windows startup

Start with Windows

Action

Create a shortcut to your putty installation (beit PUTTY or PUTTY Tray) and modify it’s target by adding
-load "proxy" at the end or however you named the putty session earlier.

Now run the following command in windows (via Start Menu -> Run or WIN-R key):

shel | : startup

Thiswill open the folder with items that are automatically run when Windows boots. Move the shortcut
into this folder. Now every time windows boots, the tunnel will also start and wait for your login. Next

we'll see how we can even automate this step.
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Shortcut Tools  Application Tools

“ Home Share View Manage Manage

= & Cut 2 -ﬁ Y New item ~ | 5 open - [ Select
_J ﬁ x J Edit Select

= Copy path 1 | Easy access ~

ck Copy . . . Move Copy Delete Rename Mew Properties _
______ '| Paste shortcut ta~ to = - folder S @ History DDIn\rer‘tS
] =
- v » Plantface » AppData > Roaming > Microsoft > Windows > Start Menu » Programs » Startup
| M
2 Putty Proxy Properties x Name Date modified
General Shortcut Compatibility Security Details Previous Versions i"?i Putty Proxy 15-3-2016 21:04

Putty Proxy
FE

Target type: Application

Target location:  temp

Target ‘D:\temp\puﬁy.exe -load "Proxy"

Use SSH key for complete automation

Logging in with your user / passis manual labor and quite insecure. A more modern and usable way isto
use public / private keys. Initial installation is a bit more complex now, but you'll be able to start a tunnel
without logging in and have PUTTY Tray minimize to tray directly rather than hovering on your desktop
waiting for your login input.

Generate a private / public key pair, using putty’ s own generator, PUTTY gen. Keep the public key on
your SSH server and use the private key in putty to log in. I’'m not detailing how to install SSH keys, but
to use the private key in PUTTY,, you can either use putty’ s own agent called Pageant to manage your
keys outside of putty or use can configure a specific session to use a specific key. Thefirst approach is
handy if you want to reuse keys or if you have multiple keys you want to keep together, the second
approach is useful for simple per-session configurations.

Here' s a screenshot of where you use the private key in putty:
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ﬁ PuTTY Configuration

Categony:

- Keyboard
- Bell

- Features

= Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours

= Connection

. Data

- Prowy

- Telnet

- Blogin

=-55H

1Ty

K1

i Tunmels
Bugs

- Seral

About

Optians controling 55H authentication

| Bypass authentication entirely (SSH-2 only)
Iv Display pre-authentication banner (SSH-2 only)

Authentication methods

[v Attempt authentication using Pagearnt

[ Attempt TIS or CryptoCard auth (SSH-1)

[v Attemnpt "keyboardinteractive” auth (S5H-2)

Authertication parameters
[ Alow agent forwarding

Private key file for authentication:

|D:"-iemp"u'rr'_.rjrivate_ke'_.r_NAS.ppk

X|

&n Cancel

S

Start PUTTY Tray minimized

Finaly, as no manual interaction is necessary anymore, we need to configure PUTTY Tray to start
minimized. Load the previously session so al the configuration is restored, then go to Window ->

Behaviour -> Adjust the icon -> set “ Show tray icon” to “On start”.
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¥d PuTTY Configuration et
Category:
—--S:easicm Configure the behaviour of PuTTY"s window
Lc:.ggmg Adjustthe behaviour of the window title
—|- Terminal
- Keyboard Window title:
- Bell
- Features . . .
 Window [ ]Separate window and icon titles
- Appearance
.. Behaviour [v]Warn before closing window
- Translation [«]Window closes on ALT-F4
- Selection [ ]System menu appears on ALT-Space
Ealaurlg . [ ]System menu appears on ALT alone
erlinks
—--Cnnni!itinn [ ]Ensure window is always on top
- Data [ ]Full screen on Alt-Enter
- Pro
TE|:ZI Adjustthe icon
- Rlogin Window [ tray icon: ] Change Icon..
+H-S5H b 5
genirm Show tray icon: -
g (O Nommal (O Aways (O Never (®):0n start
[ ]Accept single-click to restore from tray
About Keygen Agent Open Cancel

~I R I« 99) & ENG

PUTTRay SSH
Proxy now starts minimized

What have we accomplished now?

We are starting a minimized tunnel when windows start, which does an automatic login using a private
SSH key and sits snugly in the windows tray. Finally we have a nice switch in Chrome to switch between
proxy modes whenever we need to.
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Pretty awesome right?
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