Automating your Github library releasesto Maven Central - 02-20-2019
by Benny Bottema - http://www.bennybottema.com

Automating your Github library releasesto Maven Central

by Benny Bottema - Wednesday, February 20, 2019

http://www.bennybottema.com/2019/02/20/automating-your-github-library-rel eases-to-maven-central/

After alongtime performing manual releases on my own laptop, | decided to jump on the CI/CD
bandwagon and automate everything.

I’ ve been working professionally with Jenkins and Bamboo for many years, but | never took the timeto
properly set it up for my open source project, Simple Java Mail. | finally decided | would combine
learning a new CI/CD tool with setting up auto-releases to Maven Central.

Now Simple Java Mail is a multi-modular Maven project, so that makes things a little more complicated,
so for thisblog I’ ve created atest project that you can fork and study:

e https://github.com/bbottema/auto-deploy-test (tag: “circleci-deploy-final-without-orb™)

Q build-and-te.. 88:12 approve-deploy-major.. deploy-major-version
approve-deploy-minor.. deploy-minor-versian
1 c@ approve-deploy-pat.. Q deploy-patch.. 81:39
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Plan of Attack

Here' s what we want to achievel

. Checkout the source code from the Github repository

. Compile, test the project

. Manually choose if the release entails a patch, minor or major version

. Automatically update the POM with the new release semver based on the previous choice

. Build the deployable artifacts (jar, source jar, Javadoc jar)

. Sign the artifacts with GPG so OSS Sonatype will accept them

. Deploy the artifacts to staging area, automatically closing and releasing to Maven Central upon
successful upload

. Commit the updated POM and tag the commit with the new version

9. Push changes back to the Github repository

~NOoO ok, WDNPRE

[o0]

I ntroducing CircleCl

My weapon of choiceis CircleCl because of itsintuitive design to build scripts, standard integration with
Github, its potential for speeding up complex builds and standard Docker integration.

Frankly speaking, | was so glad | finally got everything working perfectly that | first wanted to write
everything down before attempting the same setup with Azure Devops and Gitlab.

CircleCl (2.1) works with something called “workflows®, which is basically a pipeline of several build
jobs, which if defined smartly, can run parallel. Moreover, one job typeisa*“manual approva” job,
which can be used to force a specific path in aworkflow. | use this technique to manually select an
automated patch, minor or major release.

checkout_code Be:11 js_dependenc.. @81:55 cljsbuild_wh. 681:23 cljs_test B1:88 deploy 8949
clojure_depe. 88:89 cljsbuild_te. 82:88 precompile_a. 81:44
cljsbuild_pr. 81:51

clojure_test 88114

Checkout the sour ce code from Github.com

CircleCl seamlessly integrates with public Github repo’s, so it can import Simple Java Mail
automatically. CircleCl manages its own SSH key registration with the repository (with your
confirmation) for read access and can checkout the code during the build.

Compile, test the project
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To compile and test we need a docker image with Maven and specifically for Simple Java Mail: JDK 8.
circleci/openjdk:8ul71-jdk will do the trick nicely (complete list here).

Let’sdefine our initial flow with our selected container, run tests and collect our artifacts:
version: 2.1

execut ors:
maven- execut or :
docker:
- image: circleci/openjdk:8ul71l-jdk

j obs:

bui | d-and-t est :
execut or: nmaven-execut or

st eps:
- checkout
- restore_cache:
key: auto-deploy-test-{{ checksum".circleci/config.ym" }}
- run:
command: nwvn verify -Dexcl udeLi veServer Tests=true -Dmaven.|a
vadoc. ski p=true
persi st _to_workspace:
root:
pat hs:

- run:
shell: /bin/bash -eo pipefail -O globstar
comand: |
nkdir -p artifacts/junit
cp **/target/*.jar artifacts/
cp -a **/target/surefire-reports/. artifacts/junit
store_artifacts:
path: artifacts
store_test _results:
path: artifacts/junit

wor kf | ows:
wor kf | ow.
j obs:
- buil d-and-t est
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Since we have a separate build job for producing the deployable artifacts (because we don’'t know the
release version yet), we can skip some things here to speed up this job, such as producing javadoc.

Manually select patch, minor or major version release

In Jenkins or Bamboo | would configure target environments to pick up the “shared artifacts’ and trigger
the right version bump manually, but CircleCl works a bit differently with its “workflow” approach.

Instead of deployment pipelines, CircleCl has a special type of build job that will pause for manual
confirmation. The subsequent build jobs will wait until it is approved. Thisway you can implement
multiple deployment pipelines within one workflow. The way I’m using it though, | haven’'t seen that on
the web yet.

Here' swhat the update CircleCl config looks like:
version: 2.1

execut ors:
maven- execut or:
docker:
- image: circleci/openjdk:8ul71-jdk

j obs:

bui | d- and-t est:
execut or: maven-execut or

C..)

depl oy- pat ch-versi on
execut or: maven-execut or
st eps:
- run:
command: # depl oy patch version

depl oy- m nor - ver si on:
execut or: maven-execut or
st eps:
- run:
command: # depl oy patch version

depl oy- mgj or - ver si on:
execut or: nmaven-executor
st eps:
- run:
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command: # depl oy patch version

wor kf | ows:
wor kf | ow:
j obs:
- buil d-and-test
appr ove- depl oy- pat ch-versi on
type: approval
requires:
- buil d-and-test
- approve-depl oy- m nor-versi on:
type: approval
requires:
- buil d-and-test
- approve-depl oy- ngj or-versi on:
type: approval
requires:
- buil d-and-test
- depl oy- pat ch-versi on
requires:
- approve-depl oy- pat ch-versi on
- depl oy-m nor-version:
requires:
- approve-depl oy- m nor-version
- depl oy- maj or - ver si on:
requires:
- approve-depl oy- nmgj or-version

The result looks like thisin CircleCl:

Q build-and-te.. BB:12 approve-deploy-major..
approve-deploy-minor..

c@ approve-deploy-pat..

deploy-major-version
deploy-minor-version

Q deploy-patch.. 81:39

Auto-update POM with semver based on manual selection

Ok, so now that we know based on the workflow execution path what version bump we want to perform,

how can we actually do the version bump?
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Thereisalittle bit of an obscure Maven feature that was undocumented for along time: versions: set
combined with build-hel per: parse-version. For example, to bump the minor version (ie. 2.3.4 becomes
2.4.4), you can do the following:

mvn bui | d- hel per: parse-versi on versions: set -Dnewersi on=\ ${ parsedVers
i on. maj or Ver si on}. \ ${ par sedVer si on. next M nor Ver si on}. \ ${ par sedVer si on.
i ncrenent al Ver si on} versions: conm t

How it works

What happensis that versions:set performs the actual update to the POM and will 1ook for a property
newVersion. We use build-helper:parse-version to produce that variable using properties available only to
the build-helper. We need to escape the $-signs, because otherwise Bash will try to resolve them before
they reach Maven. Finally versions.commit just getsrid of the POM backups from before the version
bump.

Build the deployable artifacts (jar, sourcejar, javadoc jar)

Build your artifacts as you normally would, but use a custom maven settings.xml for your build. We'll
need it to configure GPG and OSS Sonatype login credentials in the next step.

Project =
v test-auto-deploy L

v .circleci

FH config.yml

F |

maven-release-settings.xml

WEe'll useit in our deploy in the next step like so:

m/n -s .circleci/mven-rel ease-
settings.xm clean deploy ...other options...

Since we have a separate build job for compiling and testing the code, we can skip things like testing,
instrumentation, spotbugs/pmd etc. by providing the options -DskipTests and -Dspotbugs.skip=true.

Sign the artifacts with GPG so OSS Sonatype will accept them

Now it getsinteresting, because you'll have to configure some keys and secrets as environmental string
variables so you can refer to it from your build script.
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Here' s our checklist:

1. produce a GPG key pair with passphrase
2. distribute the public key to one of the public servers OSS Sonatype validates signed artifacts with
3. make the private availablein CircleCl as environment variable
4. Include the passphrase as environment variable so you can use the private key for signing the
deployable artifacts

I ntroducing OSS Sonatype

Sonatype is an artifact server that synchronizes to Maven Central if you release anon-SNAPSHOT
deploy. It has somerules for artifacts it can accept such as source, javadoc and binary jars should all be
present and signed with GPG.

To continue, please first register your OSS project with OSS Sonatype if you haven't yet and then
complete the steps outlined in Sonatype’ s guide to GPG keys, including uploading it to one of the public
key servers.

From CircleCl to OSS Sonatype

Now that we have an OSS Sonatype project and distributed a public GPG key, we can start signing and
releasing artifacts to Maven Central.

Adding the private GPG key to CircleCl
Take your private key in ASCII, which should be something like secring.gpg.asc. If you only have a.gpg

file, you need to convert it to ASCII first. Thisis dangerous, so throw it away after you're done adding it
to CircleCl:

gpg --no-defaul t-keyring --arnor --secret-keyring ./secring.gpg --keyr
ing ./pubring.gpg --export-secret-key your@nail.com > secring. gpg. asc

To get your ASCII key on asingle line, you can use sed in linux with some black magic regex, or much
simpler: paste it in an base64 converter and convert it to a base64 string. Import this string as
environment variable and also add you GPG passphrase:
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Environment Variables

Environment Variables for bbottema/auto-deploy-test m m

Add environment variables to the job. You can add sensitive data (e.g. API keys) here, rather thar

Name Value Remove

GPG_PASSPHRASE oooemn
SECRING_GPG_ASC_BASEG4 XnCg==

you can use these in your CircleCl build script

Configure Maven to connect to OSS Sonatype

We'll define aMaven profile for GPG signing that is deactivated by default, so that we don’'t have to
deal with that when testing things locally on our own laptops. What’s more, OSS Sonatype requires you
to define a couple of things before it accepts your artifacts, such as a devel oper tag:

<settings xm ns="http://maven. apache. org/ SETTI NGS/ 1. 0. 0" xm ns: xsi ="ht
tp://www. wW3. or g/ 2001/ XM_Schena- i nst ance" xsi:schenmaLocation="http://m
ven. apache. org/ SETTINGS/ 1. 0. 0 http:// maven. apache. org/ xsd/ settings-1.0
. 0. xsd">
<servers>
<server>
<i d>ossrh</id>
<user nane>3${ env. SERVER OSSRH_USERNAME} </ user nane>
<passwor d>${ env. SERVER OSSRH PASSWORD} </ passwor d>
</ server>
</ servers>

<profiles>
<profile>
<i d>gpg</i d>
<properties>
<gpg. execut abl e>gpg</ gpg. execut abl e>
<gpg. passphr ase>${ env. GPG_PASSPHRASE} </ gpg. passphr ase>
</ properties>
</profile>
</profil es>
<activeProfil es>
<activeProfil e>gpg</activeProfil e>
</ activeProfil es>
</settings>
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<?xm version="1.0" encodi ng="UTF-8"7?>
<project xm ns="http://mven. apache. org/ POM 4. 0. 0" xm ns: xsi ="http://w
ww. W3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http:// maven. apache. org/ POM 4. 0.0 http:// maven.
apache. or g/ xsd/ maven- 4. 0. 0. xsd" >
<nodel Ver si on>4. 0. 0</ nodel Ver si on>

<gr oupl d>or g. si npl ej avamai | </ gr oupl d>
<artifactld>test-auto-deploy</artifactld>
<versi on>4. 3. 9</ver si on>

<nane>t est - aut o- depl oy</ nane>
<descri pti on>Testing out auto-deploynents with G rcleC </description>
<url>http://http://ww.sinplejavamail.org/</url>

<properties>

<proj ect. bui | d. sour ceEncodi ng>UTF- 8</ pr oj ect . bui | d. sour ceEncodi ng>
<maven. conpi | er. source>1. 7</ maven. conpi | er. sour ce>

<maven. conpi l er.target>1. 7</ maven. conpi | er. target >

</ properties>

<l i censes>

<l i cense>
<nane>The Apache Software License, Version 2.0</nanme>
<url >http://ww. apache.org/licenses/LI CENSE-2.0.txt</url >
<di stri bution>repo</distribution>

</license>

</licenses>

<scnp

<connection>scmgit:git://github. com bbottena/ aut o- depl oy-
test. git</connection>

<devel oper Connection>scmgit: git@ithub. com bbottena/ aut o-depl oy-
test. gi t </ devel oper Connecti on>

<url >https://github. conf bbottena/ aut o- depl oy-test </ url >

</ scnp

<devel oper s>

<devel oper >
<i d>benny</i d>
<nane>Benny Bott enma</ nane>
<emai | >benny@ennybot t ema. conx/ emai | >
<url >http://ww. bennybott ema. conx/ url >
<rol es>
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<r ol e>devel oper</rol e>
<r ol e>packager</rol e>
</rol es>

</ devel oper >

</ devel oper s>

<di stri buti onManagenent >
<snapshot Reposi t ory>
<i d>ossr h</id>
<url >https://oss.sonatype. org/ content/repositories/snapshots</url >
</ snapshot Reposi t ory>
<reposi tory>
<i d>ossr h</id>
<url >https://oss.sonatype. org/servicel/l ocal /stagi ng/ depl oy/ maven2/ <
[url>
</ repository>
</ di stri buti onManagenent >

<bui | d>
<pl ugi ns>
<pl ugi n>

<artifactld>maven-rel ease-plugin</artifactld>
<ver si on>2. 5. 2</ ver si on>
</ pl ugi n>
<pl ugi n>
<gr oupl d>or g. sonat ype. pl ugi ns</ gr oupl d>
<artifactld>nexus-stagi ng- maven-pl ugi n</artifactld>
<versi on>1. 6. 3</ ver si on>
<ext ensi ons>t r ue</ ext ensi ons>
<confi guration>
<server | d>ossrh</serverld>
<nexusUr| >https://oss. sonat ype. or g/ </ nexusUr | >
<aut oRel easeAf t er G ose>t r ue</ aut oRel easeAft er C ose>
</ configuration>

</ pl ugi n>
</ pl ugi ns>
</ bui | d>

<profiles>
<profile>
<i d>rel ease-sign-artifacts</id>
<activation>
<property>
<nane>per f or nRel ease</ nane>
<val ue>t rue</ val ue>
</ property>
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</ activation>

<bui | d>
<pl ugi ns>
<pl ugi n>

<gr oupl d>or g. apache. maven. pl ugi ns</ gr oupl d>
<artifactld>maven- gpg-pl ugi n</artifactld>
<ver si on>1. 5</ ver si on>
<executi ons>
<executi on>
<id>sign-artifacts</id>
<phase>veri f y</ phase>
<goal s>
<goal >si gn</ goal >
</ goal s>
<l-- fixes tty error under |inux -->
<confi guration>
<gpgAr gunent s>
<ar g>- - pi nentry- node</ ar g>
<ar g>l oopback</ ar g>
</ gpgAr gunent s>
</ configuration>
</ execution>
</ executi ons>

</ pl ugi n>
</ pl ugi ns>
</ bui | d>

</profile>
</profil es>
</ proj ect>

For the maven-rel ease-settings.xml to work you need to add your OSS Sonatype credentials to CircleCl

aswell:
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Environment Variables

Environment Variables for bbottema/auto-deploy-test m m

Add environment variables to the job. You can add sensitive data (e.g. APl keys) here, rather than placing them in the ref

Name Value Remove

SERVER_OSSRH_PASSWORD X0%mmC
SERVER_OSSRH_USERNAME XXX X mma

Now that we configured our deployment plugins to sign artifacts and connect to OSS Sonatype, deploy
the signed artifacts to staging area, automatically closing and releasing to Maven Central upon successful
upload (or else you still need to manually login into OSS Sonatype to release it):

First define acommand we can call from our deploy job that will configure GPG by importing our base64
ASCII key into the GPG tool aready included in the Docker image:

commands:
confi gure-gpg:
st eps:
- run:
nane: Configure GPG private key for signing project artifact
s in OSS Sonatype
comand: |
echo $SECRI NG GPG ASC BASE64 | base64 --decode | gpg --bat
ch --no-tty --inport --yes

Then implement the deploy jobs for the three semver deploy paths:
version: 2.1
j obs:

(..)

depl oy- pat ch-versi on
execut or: maven-execut or
st eps:
- depl oy:
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ver si oncommand: nvn bui | d- hel per: par se-versi on versions: set
- DnewVer si on=\ ${ par sedVer si on. naj or Ver si on} . \ ${ par sedVer si on. m nor Vers
i on}.\ ${ parsedVersion. next | ncrenent al Versi on} versions:comit

depl oy- m nor - ver si on:
execut or: nmaven-execut or
st eps:
- depl oy:
ver si oncommand: nvn bui | d- hel per: par se-versi on versions: set
- DnewVer si on=\ ${ par sedVer si on. maj or Ver si on} . \ ${ par sedVer si on. next M nor
Ver si on} .\ ${ par sedVer si on. i ncrenent al Ver si on} versions: commt

depl oy- maj or - ver si on:
execut or: nmaven-execut or
st eps:
- depl oy:
ver si oncommand: nvn bui | d- hel per: par se-versi on versions: set
- DnewVer si on=\ ${ par sedVer si on. next Maj or Ver si on}. \ ${ par sedVer si on. m nor
Ver si on} .\ ${ par sedVer si on. i ncrenent al Versi on} versions: commt

conmands:

(..)

depl oy:
par anmet ers:
ver si oncommand:
type: string
st eps:
- attach_wor kspace:
at: .
- restore_cache:
key: aut o-depl oy-
test-{{ checksum".circleci/config.ym" }}
- configure-gpg

- run:
nanme: Rel ease new version to Maven Centra
comand: |

echo "Starting new rel ease..."”

<< paranet ers. versi oncommand >>

mvn -s .circleci/mven-rel ease-settings.xm clean depl oy
- Ddepl oyAt End=t rue - DperfornRel ease=true - Dski pTests - Dspot bugs. ski p=

true
echo "Succesfully rel eased new versi on”
- save_cache:
pat hs:
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- ~.nR
key: auto-depl oy-
test-{{ checksum".circleci/config.ym" }}

If everything was configured correctly, your script should now build, test, sign and deploy to Maven
Central via OSS Sonatype.

Commit the updated POM and tag the commit with the new version

In order to provide a commit message with the new Maven version as well as tagging with that version,
you need Maven to tell you that version first so you can storeit in avariable. Thisisalittle tricky, but can
be done with a Command substitution.

MVN_VERSI ON=$(nvn -q - Dexec. execut abl e="echo" -Dexec.args="${project.v
ersion}' --non-recursive exec: exec)

git conmit -am "rel eased ${ WN_VERSION} [skip ci]"

git tag -a ${MWN _VERSI ON} -m "Rel ease ${ WN_VERSI| ON} "

Notice the text “[skip ci]”? That's so CircleCl doesn’t trigger another build for this commit. It'sa
convention which is also supported by other vendors (for example TravisCl).

Push changes back torepo
CircleCl setup aread-only SSH key for checking out the repo, but now you need to push something back.

This means you need to provide your own SSH key pair that has write access. Moreover, you will need to
explicitly acknowledge github.com as a trusted host by providing the server’s fingerprint.

Adding Github.com as a trusted host
Following this SO, hereis how you can obtain github.com’ s fingerprint as base64 (1st command):

ssh- keyscan git hub. com >> gi t hubKey
ssh-keygen -1f githubKey

Manually verify the fingerprint (2nd command) is the same as the fingerprint Github published, and then
add the entire content of the file we just created to CircleCl:
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Environment Variables

Environment Variables for bbottema/auto-deploy-test m m

Add environment variables to the job. You can add sensitive data (e.g. APl keys) here, rather than placing them in the ref

Name Value Remove

GITHUB_FINGERPRINT xoxal==

Finally add thisfingerprint to trusted hosted in your deploy script:

nkdir -p ~/.ssh
echo $A THUB_FI NGERPRI NT >> ~/. ssh/ known_host s

Configuring GIT to use our SSH key and user

Generate anew key pair (I did without password) and saveit to .\github_rsa.key (the command will
prompt you for it):

ssh-keygen -t rsa -b 4096 -C "b. bottema@roj ectni bbl e. org"

Now copy paste the content of the public key (github_rsa.key.pub) to Github in your repo and make sure
to check “Allow write access’:
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scevtjp30IEo3)ne8hMNpq 7 5PrCyYhEEoPZ00x30g/18em1VIzmugQrEcqzQHFBITUECAT ScrDwRmOISdShiwFvxull 5z
(et zL KsEDVsSLZwodKXleh8k7w2P8hgmGeDzhikH8dZ TsPyZL 78RxsHnwh7aFldX2:x:3ji2HCgaF03brimjH)pxXY5PAGNu
KZLAI4HBnW3005fuwYBAC165eA4FFcAKE +VH2svIL9eGiodKYPVXILE66zGtdHR YxfrahQdmAbvEC TkdM4cv6iE6cOf
Interaction limits SOHi7rszTE9pkOEHSB/XoyjsB1IMMVQOVmXjPmVvzoXapuXThForLN3jKCQnccss 7U/mBpRTZ4xCouy/Q== .

b.bottema@projectnibble.org

# Allow write access
Can this key be used to push to this repository? Deploy keys always have pull access.

Take the private key and again convert it to base64 and add it to CircleCl environment variables for your
project:

Environment Variables

Environment Variables for bbottema/auto-deploy-test Add Variable

Add environment variables to the job. You can add sensitive data (e.q. APl keys) here, rather than placing them in the repository.

Name Value Remove

GITHUE_COMMIT_KEY *xxxLs0= x
———— - x

Now you can refer to it from your CircleCl deploy script. Let’s take the fingerprint script and club it
together with the SSH key config in a new command to keep things tidy:

commands:

(..)
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configure-git:
st eps:
- run:
nane: Configure AT with host fingerprint, user info and SSH
key for pushing
comand: |
nkdir -p ~/.ssh
echo "Addi ng github.comas known host..."
echo $d THUB_FI NGERPRI NT >> ~/.ssh/ known_hosts
echo "Setting private SSH key for pushing new version to r
epo..."
echo $G THUB_COW T_KEY | base64 --decode >> ~/.ssh/id_rsa
chnod 400 ~/.ssh/id rsa # prevents "UNPROTECTED PRI VATE KE
Y FILE" error
git config user.nane "bbottem"
git config user.email "b.bottema@rojectnibble.org"

Finally, performing the push torepo

With the fingerprint and SSH key in place, we can finally perform the last step in our CI/CD script: push
the change and tag back to the repo.

To perform GIT commands with an SSH key, you need to write the commands a little differently:
ssh-agent sh -c¢ 'ssh-

add ~/.ssh/id rsa; git push git@ithub.com bbottena/auto-depl oy-test’
ssh-agent sh -c 'ssh-add ~/.ssh/id _rsa; git push origin --tags'

Thefinal deploy scripts

e _circleci/maven-rel ease-settings.xml

e _circleci/config.yml
e pom.xml

To make thiswork you need github.com’ s fingerprint as environment variable as well ass OSS Sonatype
login credentials, GPG signing key and passphrase, and GIT read/write SSH key.
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